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1 Introduction

This Privacy Nofice setfs out the obligations of Inland Fisheries Ireland (“IFI") an organisation whose
registered office is at 3044 Lake Drive, Citywest Business Campus, Dublin D24CKé6 regarding data
protection and the rights of any individual for whom IFl holds and processes personal data including
staff, stakeholders, visitors, licence holders and funding scheme applicants (“data subjects”) in
respect of their personal data under EU Regulation 2016/679 General Data Protection Regulation
(“GDPR"”) and EU Directive 2016/680, the Law Enforcement Directive (“LED").

1.1 Privacy Notice Scope

This Privacy Notice sets out IFI's obligations regarding the collection, processing, transfer, storage
and disposal of personal data. The principles and procedures set out herein shall be followed at all

times by IFl, its employees, agents, contractors or other parties working on behalf of IFI.

Inland Fisheries Ireland (IFl) is a controller under the GDPR in respect of processing of
personal data that it carries out as described in this Privacy Notice
Enquiries about this Privacy Notice should be made to:

Data Protection Officer, 3044 Lake Drive, Citywest Business Campus, Dublin D24CKé6

dpo@fisheriesireland.ie

1.2 Definitions

Personal Data is any information relating to an identified or identifiable natural person (‘data
subject’). An identifiable natural person is one who can be identified, directly or indirectly in
particular by reference to an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical, physiological, genetic, mental,

economic, cultural or social identity of that natural person.

A Data Confroller is the natural or legal person, public authority, agency or any other body which

alone or jointly with others, determines the purposes and means of the processing of personal data.

Processing is defined as any operation or set of operations which is performed on personal data or
on sets of personal data whether by automated means such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or

destruction.
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1.3 The Data Protection Principles

All personal data shall be:

Processed lawfully, fairly and in a transparent manner in relation to the data subject;
Collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes. Further processing for archiving purposes
in the public interest, scientific or historical research purposes or statistical purposes shall not
be considered to be incompatible with the initial purposes;

Adequate, relevant and limited to what is necessary in relation to the purposes for which it
is processed;

Accurate and, where necessary, kept up to date. Every reasonable step shall be taken to
ensure that personal data that is inaccurate, having regard to the purposes for which it is
processed, is erased or rectified without delay;

Kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data is processed. Personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposes
in the public interest, scientific or historical research purposes or statistical purposes, subject
to implementation of the appropriate technical and organisational measures required by
GDPR in order to safeguard the rights and freedoms of the data subject;

Processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,

destruction or damage, using appropriate technical or organisational measures.

1.4 The Rights of Data Subjects

The GDPR sets out the following rights applicable to data subjects:

= Theright to be informed Article 13 and Article 14 ;

= Theright of access Arficle 15;

= Theright to rectification Article 16 ;

= Theright to erasure (also known as the ‘right to be forgotften’)Article 17 ;
= Theright to restrict processing Article 18 ;

= Theright to data portability Article 20 ;

= Theright to object Article 21 ;

1.5 Lawful, Fair and Transparent Data Processing

The GDPR states that processing of personal data shall be lawful if at least one of the grounds set

out at Article 6 of the GDPR (or in the case of processing special category personal data, if the

condifions at Article ? of the GDPR) are met. The Data Protection Act 2018 states that processing

of personal data shall be lawful if at least one of the following grounds under the Law Enforcement
Directive (LED) as set out in Section 71(1) of the Data Protection Act
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Under the Inland Fisheries Act 2010, and additional legalisation to 2017, Inland Fisheries Ireland is the

state agency responsible for the conservation, protection, management, marketing, development
and improvement of our inland fisheries and sea angling resources. Ireland has over 74,000
kilometres of rivers and streams and around 128,000 hectares of lakes, all of which fall under the

jurisdiction of Inland Fisheries Ireland.

Inland Fisheries Ireland is the competent authority for the enforcement of the Fisheries

(Consolidation) Act, 1959, and for the necessary administrative functions which underpin this work.

Inland Fisheries Ireland collects a wide range of data including personal data and special
categories of personal data. Data may be collected from a variety of sources including: Industry,
natfional, European or International Control Authorities, other State Agencies, employees,

contractors, agents, and other customers.

1.6 Specified, Explicit and Legitimate Purposes

IFl collects and processes personal data for the following purposes:

1. Torespond to your query or complaint.

2. To respond to your Access for Information on the Environment or Freedom of Information

request.
To provide information requested by you.

4. To manage and administer our relationship with you.

5. To fulfil our legal, regulatory and risk management obligations. To help us to monitor and
improve the services we offer, including our Websites. As part of this, we may use and
disclose information in aggregate (so that no individuals are identified).

6. To allow you to participate in interactive features of our service, when you choose to do so.

7. Specific purpose information is sought from users, through the provision of Salmon Licenses/
Fishing Permits in relation to Inland Fisheries Irelands role as the public authority over the
provision of such in our public offices, designated licence distributors, and via our online
facilities.

8. Specific information is sought from data subjects in relation to the issuing of ‘Brown Tags' for
salmon fisheries.

9. Specific information is sought from data subjects in relation fo the issuing and paying of

Fixed Charge Penalty Nofices Inland Fisheries (Fixed Charge Notice) Regulations 2018.

Information may be shared with third parties such as An Garda Siochana where required.
10. Specific information is sought from data subjects in relation to the application for Oyster

Dredge License Applications in line with Section 278 (5)(a) of the Fisheries (Consolidation)

Act 1959 as amended and the Habitats Directive as fransposed by European Commission
(Birds and Natural Habitats) Regulations 2011 (Sl 477/ 2011)
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20.

21.

22.

. Specific information is sought from data subjects on https://permits.fishinginireland.info/ in

relation to the provision of measuring mafs and books. No information is shared with third

parties.

. Specific information is sought from data subjects in relation to the [FI _Sponsorship

Programme to enable us to plan, evaluate and manage the programme. No information

is shared with third parties.

. Specific information is ought from data subjects who wish to apply for a certificate of

suitability for Private Water Keepers under Section 294 of the Fisheries (Consolidation) Act

1959 as amended by Section 17 of the Fisheries (Amendment) Act 1991 and Section 31 of
the Inland Fisheries Act 2010. Information will be shared with An Gardai Siochana as

required by legalisation.

. Specific information is sought from data subjects in relafion fo the management of State

Fisheries. No information is shared with third parties.

. Specific information is obtained from data subjects in relation to the provision of fish from

Inland Fisheries Ireland fish farm facilities. No information is shared with third parties.

. Specific information is sought from data subjects to support the angling trade in Ireland.

Information may be shared with third parties.

. Specific information is sought from data subjects in relation to Journalist enquiries. No

information is shared with third parties.

. Specific information is sought from data subjects in relation to the application, evaluation,

and management of Inland Fisheries Ireland funding services. Information may be shared

with third parties where required.

. Specific information is sought from data subjects in relation to public consultations. This

information may be shared with third parties where required.

Specific information is sought from data subjects who wish to take part in citizen science
Projects undertaken by the Research Division of Inland Fisheries Ireland. This information may
be shared with third parties as per dedicated Data Sharing Agreements and or relevant
legislation for the management, evaluation and monitoring of projects.

Specific information is sought from data subject in relation to the writing and publishing of

angling reports on both the Angling Ireland (fishinginireland.info) webpage and the weekly

ezine email subscription. Information may be shared with third parties where required.
If you agree to IFl emailing you about other products and services and information we think

may be of inferest to you, no information is shared with third parties.

IFl shall only collect and process personal data for and to the extent necessary for the specific

purpose or purposes of which data subjects have been informed (or will be informed) as set out

above and as setf out in the organisation’s Records of Processing Activities as required by Art. 30 of
the GDPR.
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1.7 Accuracy of Data and Keeping Data Up-to-Date

IFl shall ensure that all personal data collected, processed and held by it is kept accurate and up-
to-date. This includes, but is not limited to, the rectification of personal data at the request of a data

subject as set out above.

The accuracy of personal data shall be checked when it is collected and at regular intervals
thereafter. If any personal data is found to be inaccurate or out-of-date all reasonable steps shall

be taken without delay to amend or erase that data, as appropriate.

1.8 Data Retention

IFl shall not keep personal data for any longer than is necessary in light of the purpose/s for which

that personal data was originally collected, held and processed.

1.9 Accountability and Record Keeping

The DPO shall be responsible for overseeing the implementation of this policy, for monitoring
compliance with this policy and IFl's other data protection-related policies, with the GDPR and

other applicable data protection legislation such as the Law Enforcement Directive (LED).

IFl shall keep written internal records in the form of a ROPA of all personal data processing which
shall incorporate the following information:
= The name and details of the organisation, the DPO and any applicable third-party
data processors;
= The purposes for which IFl processes personal data;
= Details of the categories of personal data processed by IFl and the categories of
data subject to which that personal data relates;
= Details of any ftransfers of personal data to non-EEA countries including all
mechanisms and security safeguards;
= Details of how long personal data will be retained by IFl); and
= Detailed descriptfions of all fechnical and organisational measures taken by IFl to

ensure the security of personal data

1.10 Data Protection Impact Assessments (DPIA)

IFl shall carry out Data Protection Impact Assessments (DPIA's) for any and all new projects and/or
new uses of personal data which involve the use of new technologies and the processing involved

is likely to result in a high risk to the rights and freedoms of data subjects under the GDPR.
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1.11 Data Subject Access Requests

Data subjects may make Data Subject Access Requests (“DSARs”) at any time to request a copy
of their personal data and to find out more about the personal data which IFI holds about them,

what IFl is doing with that personal data and why.

Data subjects who wish to make a DSAR may do so in writing using IFI's Subject Access Request
Form or requesting verbally of any staff member of IFI (in which case should be immediately notified
to the DPO) such that all requests are registered and timelines adhered to. DSARs should be
addressed to: Data Protection Officer, Inland Fisheries Ireland, 3044 Lake Drive, Citywest Business

Campus, Dublin 24, D24CKéé or emailed to dpo@fisheriesireland.ie

IFl will process requests for personal data within 30 calendar days of receiving the request, however,
this may be extended by up to two months (60 calendar days) if the DSAR is complex and/or

numerous requests are made.

IFl does not charge a fee for handling standard DSARs. IFl reserves the right to charge reasonable
fees for additional copies of information that have already been supplied to a data subject and
for requests that are manifestly unfounded or excessive, particularly where such requests are

repetitive.

1.12 Rectification of Personal Data

Data subjects have the right to require IFI to rectify any of their personal data that is inaccurate or

incomplete.

IFl shall rectify the personal data in question and inform the data subject of that rectification within
one month of the data subject informing IFl of the issue. The period can be extended by up fo two

months in the case of complex requests.

In the event that any affected personal data has been disclosed to third parties, those parties shalll

be informed of any rectification that must be made to that personal data.

1.13 Erasure of Personal Data

Data subjects have the right, when certain conditions under Article 17 of the GDPR are met, to

obtain erasure of the personal data it holds about them under any of the following circumstances:

= |tis nolonger necessary for IFl to hold that personal data with respect to the purpose(s) for

which it was originally collected or processed;
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= The data subject wishes to withdraw their consent to IFI holding and processing their
personal data; please see the IFl Personal Data Processing & Consent Withdrawal Policy for
further details;

= The data subject objects to IFl holding and processing their personal data (and there is no
overriding legitimate grounds to allow IFl to continue doing so);

= The personal data has been processed unlawfully;

= The personal data needs to be erased in order for IFl to comply with a legal obligation;

= The personal data has been collected in relation to the offer of information society services
to a child.

All valid requests for erasure will be complied with and the data subject informed of the erasure
within one month of receipt of the data subject’s request. The period can be extended by up to

two months in the case of complex requests.

In the event that any personal data that is to be erased in response to a data subject’s request has
been disclosed to third parties, those parties will be informed of the erasure.
Please see the IFl Policy on the right of erasure of personal data (Right to be forgotten) for further

information.

1.14 Restriction of Personal Data Processing
Data subjects may, in certain circumstances set out at Article 18 of the GDPR, request that IFl cease

processing the personal data it holds about them.

Please see the IFl Restriction of processing data policy for further details.

1.15 Data Portability

Data subjects have the right to receive their personal data where it has been collected on the
basis of consent/explicit consent (Article 6(1)(a) or Article ?(2)(a)) or on the basis of contractual

necessity (Article 6(1) (b)) and the processing is carried out by automated means.

To facilitate the right of data portability, IFl shall make available all applicable personal data to
data subjects in the following format(s]:
e .CSV, XML, .DOCX, .TXT, .XLSX, .PDF

Please see the IFl Data Portability Policy for further details. Where technically feasible, if requested

by a data subject, personal data shall be sent directly fo another data confroller.

All requests for copies of personal data shall be complied with within one month (30 days) of the
data subject’s request. The period can be extended by up to two months (60 days) in the case of

complex or numerous requests.
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There may be other instances in which we collect "general information" from you. This may include
information recorded by our server logs from your browser such as your Internet Protocol (IP) address
which enables us to identify your computer or device on a Transmission Control Protfocol/Internet
Protocol (TCP/IP) network like the internet, and the specific website page you requested. General
information, including cookies may be collected from you whenever you access or use our

websites.

1.16 Objections to Personal Data Processing

Data subjects have the right to object to IFl processing their personal data, on grounds relating to
their particular situation, where the processing is based on legitimate interests (article 6(1)(f) GDPR)
or where the conftroller relies on Arficle 6(1)(e) of GDPR i.e. processing is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority vested

in the confroller including profiling.

Where a data subject objects to IFl processing their personal data, IFl shall no longer process the
personal data unless it can be demonstrated that IFI's compelling legitimate grounds for such
processing overrides the data subject’s interests, rights and freedoms or that the processing is

necessary for the establishment, exercise or defence of legal claims.

Where a data subject objects to IFI processing their personal data for direct marketing purposes, IF

shall cease such processing.

Data subjects have the right to object, on grounds relating to their particular situation, to IF
processing their personal data for scientific and/or historical research and statistical purposes,
unless the processing is necessary for the performance of a task carried out for reasons of public

interest.

1.17 Transferring Personal Data to a Country outside the EEA

Any transfers of personal data to countries outside of the EEA shall be managed through model

clause contracts. Currently IFl does not transfer any personal data outside of the EEA area.

1.18 Sharing of personal data

Your personal data may be shared with other confrollers or third parties where there is a lawful
reason for doing so. IFl will request the controller/ third party to specify the lawful basis for which
they propose to process the personal data. An evaluation will then be undertaken to determine
whether or not IFl is safisfied to share the requested data. Examples of when data may be shared

are:
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e Data Protection Act 2018 Section 41- Processing for purpose other than purpose for which

data collected-

Without prejudice to the processing of personal data for a purpose other than the purpose
for which the data has been collected which is lawful under the Data Protection
Regulation, the processing of personal data and special categories of personal data for a
purpose other than the purpose for which the data has been collected shall be lawful to
the extent that such processing is necessary and proportionate for the purposes—

(a) of preventing a threat to national security, defence or public security,
(b) of preventing, detecting, investigating or prosecuting criminal offences, or

(c) set outin paragraph (a) or (b) of section 47 .

e Data Protection Act 2018 Section 47- The processing of special categories of personal data
shall be lawful where the processing—

(a) is necessary for the purposes of providing or obtaining legal advice or for the

purposes of, or in connection with, legal claims, prospective legal claims, legal

proceedings or prospective legal proceedings, or

(b) is otherwise necessary for the purposes of establishing, exercising or defending

legal rights.

e GDPR Article 9(f): processing is necessary for the establishment, exercise or defence of legal

claims or whenever courts are acting in their judicial capacity. — Special category data.

1.19 Recipients or Categories of Recipients of Personal Data

The following are categories of personal data that may be shared:
Name

Address

Date of Birth
Gender

Photos

Role

Quallifications
Application details
Organisation
Department

Email address

Phone number
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Details of complaints/ Information requests being submitted to Inland Fisheries Ireland
Financial information

Account details

Personal opinions (pending restrictions applicable e.g. ongoing investigation, claims)

Unique identifier

Entities with whom Inland Fisheries Ireland may share personal data:
Revenue

Sea Fisheries Protection Authority

Marine Institute

Office of Information Commissioner

Office of Commissioner for Environmental Information
IFI solicitors

[Fl insurers

License/Permit Distributors

Gardai

Microsoft Azure

Blackrock Education Centre

SmartSimple

Waynua (Hotline provider)

Data Protection Retainer

FOI/AIE retainer

Appointed Auditors

Appointed investigators

Appointed external designated person for protected disclosures
Government Departments

Comptroller and Auditor General

Trade Union Representative

Workplace Relations Commission (WRC)

1.20 Data Breach Notification

All personal data breaches and incidents shall be reported immediately to IFI's Data Protection

Officer. Please see the IFIs Policy on Communication to SA & Data Subject for further details.

1.21 Right to Complain to Supervisory Authority

You have the right fo make a compliant to the Supervisory Authority in relatfion to the processing of
your personal data. The Irish Supervisory Authority is the Data Protection Commission:

Data Protection Commission ,6 Pembroke Row, Dublin 2, D02 X963, Ireland / How to contact us |

Data Protection Commission

IFl External Privacy Notice V2 12


https://www.dataprotection.ie/en/contact/how-contact-us
https://www.dataprotection.ie/en/contact/how-contact-us

